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No one likes the 
paper chase, and 
despite decades 
of digitalisation, 
many workplaces 

remain a flood of paperwork, 
often duplicated. In some en-
vironments, the cost of errors 
is higher than mere annoy-
ance though: for healthcare 
professionals, eliminating pa-
per means delivering better 
treatment to patients.  

Of course, digitalisation is 
nothing new in healthcare: 
hospitals have been using 
computers to record data 
about patients and medica-
tion for decades, starting with 
mainframes and later moving 
to Unix server and dumb ter-
minals and finally traditional 
desktop PCs. The process still 
required duplication of effort, 
however, including manual 
entry and re-entry of data that 
was often collected on paper.

Today, things can be done 
differently – and this is good 

news for patients and staff 
alike. 

VisionID’s range of mobile 
workstations provides access 
to essential applications while 
on the move, and this is a wel-
come development in hospital 
environments. The primary 
goal is efficiency: removing 
paper from the bedside pro-
cess and moving everything 
toward automation. 

“Over the years, we’ve seen 
double and even triple entry 
of data, and we know that for 
each time there is re-entry, 
there are errors,” said An-
drew Daly, sales manager at 
VisionID.

Data-entry errors in med-
icine, of course, are not as 
easily fixed as they might be 
in other sectors, so the mobile 
workstations bring not only 
efficiency, but safety. For Daly, 
this is the key benefit of the 
systems. 

“At the end of the day we’re 
humans, and where humans 

are involved, there’s always 
going to be data-processing 
errors, but [in healthcare] 
these errors have serious 
consequences for patient care: 
misdiagnosis of diseases, for 
example,” he said. 

Mobile workstations, paired 
with the right mobile com-
puter, reduce time spent on 
administration by staff who 
can then get on with caring 
for patients.  

Daly said these devices 
bring the information stored 
about patients right up to their 

bedside in a digital fault-free 
and error-free manner. 

“It gives clinicians and as-
sociates in the healthcare in-
dustry the ability to capture 
data in full screen, but also to 
be mobile on the hospital floor. 
They can get information at 
the bedside or anywhere else 
that they need to, and dispense 
drugs or print barcodes right 
at the point of contact.

“If we can do things like 
capture data and read or print 
labels at the point of care, with 
all of the information going 

into and coming out of one 
system, there’s going to be 
significant time savings, al-
lowing the nurse or clinician 
to spend more time caring for 
the patient rather than doing 
paperwork,” he said. 

The mobile workstations 
have four key goals: first, 
positive patient ID and track-
ing. On-board barcode scan-
ning allows patient identity 
to be read automatically from 
wristbands, for instance.

“Any patient going through 
the hospital needs to be 

tracked properly for things 
like pharmacy management. 
I can scan a wristband at any 
point in the hospital and know 
who a patient is and what 
medicines they are taking”, 
Daly said. 

It is not only the patients 
who can be tracked, howev-
er. The second goal, specimen 
tracking, means the technolo-
gy solution toward eliminating 
wrong diagnoses. 

Thirdly, the mobile work-
stations play a vital role in 
pharmacy management by 

recording which medicines 
are available in which quan-
tities and to whom they have 
been prescribed. 

“It helps with verifying and 
recording information, this 
leads to effective control of 
medicine distribution as well 
as stock management within 
the pharmacy,” he said.

Finally, the systems are 
supported by a fully man-
aged end-to-end service. Daly 
said this removes the stress of 
dealing with the systems from 
hospital IT departments.

“VisionID has five en-
gineers on the road to 
support our healthcare 
and hospital base any-
where in Ireland, on 
site,” he said.

VisionID’s systems 
will also be rolled out 
next year as part of 
the HSE’s National 
Medical Laboratory 
Information System - 

or MedLIS. 
“The project started some 

years ago and will come on-
stream in 2019,” said Daly. 

VisionID’s first MedLIS site 
will come online in the com-
ing months, but the project 
as a whole will be rolled out 
to a total of 43 hospitals na-
tionwide. 

“It’s about ensuring that, 
whenever any doctor in the 
country takes a blood sample, 
a label is printed and it can be 
tracked through the system,” 
Daly said. “When samples are 

taken on the hospi-
tal floor, this will 
be done on the 
mobile work-
station there 
and then. 
There will be 
no re-entry 
later.”

Medical information moving with the times
VisionID’s innovative mobile 
medical workstations aim 
to improve efficiency of 
hospitals, reduce errors 
and provide better care to 
patients, writes Jason Walsh
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Advancements in 
medical device 
design over the 
last number of 
years have al-

lowed manufacturers to add 
increasingly complex func-
tionality to devices, partic-
ularly through the use of 
software. 

The introduction of net-
worked medical devices 
has brought many benefits 
for the healthcare industry 
and improved patient care, 
from both a medical and a 
business perspective. Such 
advancements allow devices 
to communicate wirelessly 
across networks, from device 
to device and over the inter-
net.  What is truly exciting are 
the benefits IoMT (Internet 
of Medical Things) offer 
doctors and, more im-
portantly, their patients. 
Faster and more accu-
rate diagnoses, more 
efficient delivery of 
healthcare services, 
and reduced costs 
are only a few of the 
ways medical IoT 
technology will ben-
efit the sector. 

IoMT technology en-
ables virtually any medi-
cal device to collect, analyse 
and send data across the web. 
Not only can digital devices, 
such as heart monitors, be 
connected to the Internet, but 
so can non-digital items like 
hospital beds and pills. To-
day there are about 3.7 million 
connected medical devices in 
use. By 2020, this is expected 
to soar to between 20 and 30 
billion connected devices. 

However, because of the 
complexity of these devic-
es, security is an increasing 
concern. There is a growing 
awareness of potential se-
curity risks, threats and vul-
nerabilities associated with 
their use. The major concern 
in the medical device domain 
is that while technology is 
advancing, the processes to 
support these advancements 
are lagging. 

In 2014, the FDA published 
the Premarket Cybersecuri-
ty Guidance, titled ‘Content 
of Premarket Submissions 
for Management of Cyber-
security in Medical Devices. 
Guidance for Industry and 
Food and Drug Adminis-
tration Staff’. This sets out 
recommendations for med-
ical device manufacturers 
for the processes of imple-

menting cybersecurity risk 
management during the 
development lifecycle. Al-
though the title of the doc-
ument includes the word 
“Guidance”, and the text 
within clearly states “contains 
nonbinding recommenda-
tions”, implementing a cy-
bersecurity risk assessment 
program is mandatory. The 
FDA cemented this by stating 
that cybersecurity for medical 
devices is not optional, and 
further clarified this by ref-
erencing the Quality System 
Regulations which “require 
that medical device man-
ufacturers address all risks, 
including cybersecurity risk” 
as per 21 CFR 820.30(g).

In 2016, the FDA published 
subsequent regulations which 
set out a framework for man-
aging cybersecurity issues for 
connected medical devices 
for the duration of the product 
lifecycle (until product de-
commission). Once again, 
this document calls out the 21 
CFR 820.30, which mandates 
the ongoing monitoring and 
risk assessment of medical 
devices:

“. . . monitor, 
identify, and ad-
dress cybersecurity 
vulnerabilities and 
exploits as part of 
their [medical device 
manufacturers] post-

market management 
of medical devices”.
In comparison to the 

requirements of the pre-
market regulations, this 
presents more challenges 
for manufacturers by way of 
additional time and people 
resources required to contin-
uously monitor and manage 
devices. The postmarket reg-
ulation has created significant 
changes in terms of business 
processes for medical device 
manufacturers and the indus-
try as a whole. New polices 
around vulnerability intake, 
handling, communication 
and remediation are now 
required. 

The FDA now strongly en-
courages information sharing 
in the industry, having en-
tered into multiple Memo-
randum of Understandings 
with Information Sharing 
and Analysis Organisations 
(ISAO) such as H-ISAC. 
Healthcare delivery organi-
sations, manufacturers, se-
curity researchers and reg-
ulators are all encouraged to 
become members of an ISAO. 
The principle is that each par-
ticipating member will share 
information about vulnera-
bilities affecting medial de-
vices with an ISAO, who will 
then investigate the issues, 
alert the rest of the industry 

and recommend remediation. 
Ten years ago, the medi-

cal device industry looked 
a lot different to how it does 
today in terms of regulatory 
expectations. Ten years ago, 
manufacturers were required 
to demonstrate evidence of 
having conducted a safety 
risk assessment in advance 
of market approval. Today, 
manufacturers are required 
to extend a safety risk assess-
ment to address cybersecurity 
risks in order to gain market 
approval in the US. 

In addition, manufacturers 
are required to continuously 
monitor connected devices 
once they are placed in the 
market. As proven by security 
researchers, connected devic-
es can result in patient harm 
as a result of either intentional 
or unintentional cybersecu-
rity risks. 

With so many devices be-
coming connected, the risk 
to patients is continuously 
growing and so, government, 
federal and regulatory agen-
cies are working to enhance 
the cybersecurity posture of 
the medical device industry. 

Nova Leah specialises in 
expert cybersecurity risk 
management solutions that 
guide manufacturers through 
the processes of identifying 
and implementing cyberse-
curity requirements for de-
vices during development and 
continuously while devices 
are in use. 

For more information, visit 
novaleah.com

Medical device cybersecurity presents complex 
challenge in a continuously evolving landscape

With so many devices 
becoming connected, 

the risk to patients  
is continuously  

growing
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